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ABSTRACT

Critical infrastructure, the power grids, water systems, pipelines, financial networks, and communication
backbones that keep modern societies functioning, has quietly become one of the most contested spaces
in international security. This article examines how the convergence of information technology (IT) and
operational technology (OT), the expansion of internet-connected industrial control systems, and the logic
of grey-zone competition have turned power stations, refineries, and water utilities into de facto battlefields.
Drawing on documented incidents including Stuxnet (2010), the BlackEnergy and Industroyer attacks on
Ukraine’s power grid (2015-2016), the Colonial Pipeline ransomware attack (2021), the Volt Typhoon
pre-positioning campaign attributed to China (2023-2024), and the 2025 intrusion into a Norwegian
dam control system, the article traces the evolution of critical infrastructure as a target of state and non-
state cyber operations. It situates these developments within deterrence theory, arguing that models built
for the nuclear age translate poorly into cyberspace because of persistent attribution problems and the
blurred line between espionage and preparation for sabotage. The article further evaluates institutional
responses, particularly the work of the United States Cybersecurity and Infrastructure Security Agency
(CISA) and allied governments, and identifies structural weaknesses legacy technology, fragmented
public-private governance, and workforce shortages that continue to leave infrastructure exposed. It
concludes that national security strategy must treat resilience, rather than deterrence alone, as the central
pillar of defense against this new form of warfare, and offers policy recommendations for narrowing the
gap between threat and preparedness.
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INTRODUCTION

In April 2025, someone sitting far from Norway quietly
took control of the software running a small dam near
Bremanger, in the country’s west, and opened a valve for
four hours before anyone noticed (Infosecurity Magazine,
2026). Nobody was hurt. No headline compared it to a
missile strike. Yet security officials who later attributed the
intrusion to pro-Russian hackers understood exactly what
had happened: an adversary had reached across a border,
through a weak password on an internet-facing control panel,
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and manipulated a piece of physical infrastructure as easily
as flipping a switch (Infosecurity Magazine, 2026). That is the
quiet, unglamorous shape of twenty-first-century warfare.
For most of human history, infrastructure — roads, dams,
granaries, power stations was something armies fought over,
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not something they fought through. Critical infrastructure
was targeted with bombs, artillery, or sabotage teams
operating behind enemy lines, and its destruction was a
visible, attributable act of war. That distinction has collapsed.
Today, the same networks that keep water flowing, electricity
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running, and fuel moving are reachable from anywhere with
an internet connection, and the actors reaching for them are
just as often intelligence services, criminal syndicates, and
ideologically motivated hacktivists as they are uniformed
militaries (CSIS, 2025; HSToday, 2025). Infrastructure has not
simply become a target in war; it has become a battlefield
in its own right, one where hostilities can be conducted
persistently, deniably, and below the threshold that would
normally trigger a military response.

This shift matters because critical infrastructure sits
at the intersection of everyday civilian life and national
defense capability. A compromised power grid is not only
an inconvenience for households; it is a constraint on
hospitals, water treatment, financial systems, and military
logistics (Congressional Research Service [CRS], 2025). A
ransomware attack on a single pipeline operator can, within
days, alter fuel prices and travel patterns across an entire
region, as the United States discovered when the Colonial
Pipeline was forced offline in May 2021 (Al Jazeera, 2021).
And the discovery that a state actor has spent years quietly
burrowing into the networks that control water treatment
plants and transportation systems as US officials say China'’s
Volt Typhoon operation has done reframes cybersecurity
as a matter of military preparedness rather than routine IT
hygiene (Lostri, 2023; TechCrunch, 2024).

This article asks three interlocking questions. First, how
has the targeting of critical infrastructure by cyber means
evolved from a speculative concern into a documented,
recurring feature of international conflict? Second, why has
infrastructure specifically rather than military networks or
government databases become such an attractive target
for state and non-state actors alike? Third, what does this
evolution demand of national security policy, given that the
deterrence frameworks inherited from the nuclear era do not
map cleanly onto a domain defined by ambiguity, deniability,
and civilian ownership of the targets themselves? The
remainder of the article proceeds as follows: Section 2 outlines
the theoretical lens of deterrence and securitization used to
interpret these events; Section 3 describes the methodology;
Section 4 traces the historical evolution of attacks on critical
infrastructure through a series of documented case studies;
Section 5 explains the structural reasons infrastructure has
become the preferred battlefield; Section 6 examines the
national security implications; Section 7 reviews policy
and institutional responses; Section 8 identifies persistent
challenges; and Section 9 offers recommendations before
the conclusion in Section 10.

THEORETICAL FRAMEWORK:
DETERRENCE IN A DENIABLE DOMAIN

The dominant lens through which scholars and policymakers
have tried to understand hostile activity against critical
infrastructure is deterrence theory, inherited largely from
Cold War nuclear strategy. Classical deterrence rests on
two mechanisms: deterrence by punishment, in which an

adversary is dissuaded from attacking because the expected
retaliation outweighs any gain, and deterrence by denial, in
which an adversary is dissuaded because the attack is unlikely
to succeed in thefirst place (Jensen, 2012). Both mechanisms
depend on a condition that cyberspace routinely denies
policymakers: confident, timely attribution. Jensen (2012)
notes that cyber deterrence offers more flexibility than Cold
War-era deterrence, including legal remedies and resilience-
based denial strategies, but this flexibility also reflects how
poorly the original framework fits the domain.

Interest in cyber deterrence as a coherent academic
project rose sharply after the 2007 distributed denial-of-
service campaign against Estonia and peaked between
2013 and 2016, before entering a marked decline that
Smeets and Soesanto (2020) describe as the field having
“matured” into skepticism. Their analysis of the volume of
published scholarship shows that enthusiasm for deterrence
as an organizing concept has been gradually replaced
by frameworks emphasizing persistent engagement and
resilience the idea that because attackers cannot reliably be
threatened into inaction, defenders should instead focus on
continuously contesting adversary access and reducing the
payoff of intrusion. A parallel critique from the Massachusetts
Institute of Technology’s Cyber International Relations project
goes further, arguing that cyber deterrence is conceptually
strained because even the most cyber-capable states are
probed and breached constantly without their capabilities
producing any observable deterrent effect (MIT Center for
International Studies, n.d.).

A second strand of theory, developed largely within
information-systems and criminology scholarship, applies
deterrence at the organizational and individual level,
examining whether the threat of sanctions changes the
behavior of intruders and insider threats. D'Arcy and Herath
(2011) reviewed decades of this literature and found the
findings uneven and often contradictory, suggesting that
even well-established deterrence variables from criminology
translate imperfectly into digital environments. More
recent scholarship applies deterrence to alliance behavior
rather than individual states: Chen (2024) examines NATO's
2022 Strategic Concept, the first instance of a state alliance
issuing an explicit collective cyber deterrent threat, and
concludes that cyber deterrence remains too immature,
and international norms too underdeveloped, to generate
reliably credible threats.

Alongside deterrence, this article draws on the logic of
securitization the process by which anissue is elevated from
routine policy into an existential security concern requiring
extraordinary measures. The language used by US officials
to describe Volt Typhoon is instructive here. FBI Director
Christopher Wray told Congress that Chinese hackers were
positioning themselves to disrupt American infrastructure
and “cause real-world harm” when Beijing decided the
moment was right, while CISA Director Jen Easterly called
the campaign “the defining threat of our generation” in
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some accounts of the hearing (TechCrunch, 2024). Such
language performs a securitizing function: it moves critical
infrastructure cybersecurity out of the technical domain
of network administrators and into the political domain
of national defense, justifying advisories, funding, and
offensive postures that would be difficult to mobilize around
a purely technical framing. Taken together, deterrence and
securitization provide a useful pair of lenses: deterrence
explains why adversaries are not obviously dissuaded from
targeting infrastructure, while securitization explains why
governments have begun treating infrastructure protection
as afirst-order national security priority rather than a private-
sector concern.

METHODOLOGY

This article uses a qualitative, document-based case study
methodology. It draws on publicly available government
advisories (notably joint advisories issued by CISA, the Federal
Bureau of Investigation, and the National Security Agency),
congressional and legislative research reports, peer-reviewed
and preprint technical literature on industrial control
system security, and reporting from established security
and policy outlets. Eight documented incidents spanning
2010 to 2025 were selected because each is independently
verified by at least one government or recognized technical
authority and because, together, they represent a range
of actor types (state, state-linked, and criminal), target
sectors (energy, water, transportation, fuel distribution),
and attack objectives (sabotage, disruption, extortion,
and strategic pre-positioning). The incidents are analyzed
comparatively to identify patterns in tactics, targeting logic,
and consequences, which are then interpreted through the
theoretical framework outlined above. This approach does
not claim to be exhaustive of all cyber incidents affecting
infrastructure; rather, it treats these cases as illustrative of
broader structural dynamics documented across a much
larger body of threat intelligence.

THE HisToRICAL EVOLUTION
oF ATTACKS ON CRITICAL
INFRASTRUCTURE

The idea that a cyberattack could produce physical, kinetic-
style consequences was, for most of the internet’s early
history, treated as a theoretical worst case rather than a
documented reality. That changed in 2010 with the discovery
of Stuxnet, a worm that infected Windows-based engineering
systems and, upon finding its way to specific programmable
logic controllers, caused centrifuges at Iran’s Natanz uranium
enrichment facility to spin erratically until they physically
failed (arXiv:2205.11783, 2022). Stuxnet is widely regarded
as the first confirmed case of malicious code causing
deliberate physical destruction of industrial equipment, and it
demonstrated something that had previously been debated
in the abstract: that a sufficiently resourced actor could reach
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through digital networks to break physical machinery on the
other side of the world without ever deploying a soldier or
a missile.

Five years later, the target shifted from a single, heavily
isolated nuclear facility to a civilian power grid serving
ordinary households. On December 23, 2015, attackers
remotely accessed the control centers of three Ukrainian
electricity distribution companies, opened breakers at
roughly thirty distribution substations, and cut power to
more than 225,000 customers across the Ivano-Frankivsk,
Chernivtsi, and Kyiv regions for up to six hours (Park &
Walstrom, 2017; arXiv:2109.03945, 2021). The intrusion began,
as so many do, with a spear-phishing email that installed
a variant of the BlackEnergy malware, giving attackers a
foothold in corporate networks from which they eventually
pivoted into the supervisory control and data acquisition
(SCADA) systems governing the grid itself (arXiv:2012.11375,
2020). Analysts at the SANS Institute later described the
operation as a highly coordinated, multi-stage attack
that also disabled backup power at the utility offices and
flooded customer service phone lines to delay detection
(Bezhan, 2016; Reuters, 2016, as cited in CBC News). It was, by
consensus, the first confirmed power outage caused directly
by a cyberattack.

Almost exactly a year later, on December 17, 2016, a
second, more automated attack struck a transmission
substation north of Kyiv using malware researchers named
Industroyer or CRASHOVERRIDE, which was purpose-built
to speak the communication protocols used by grid control
equipment and could, in principle, be adapted to attack grids
well beyond Ukraine (arXiv:2208.14225, 2022). According
to Andy Bochman of the Idaho National Laboratory, the
recurring targeting of Ukraine’s grid was intended not only
to punish Ukraine but to demonstrate to other potential
adversaries what Russian-linked actors were capable of doing
elsewhere (arXiv:2208.14225, 2022). That demonstration
effect became impossible to ignore in June 2017, when the
NotPetya malware attributed to Russian military intelligence
and initially spread through a compromised Ukrainian
accounting software update — escaped its intended target
and propagated globally, disabling shipping, logistics,
pharmaceutical, and energy companies and producing an
estimated ten billion dollars in global losses, making it one of
the most economically destructive cyber incidents on record
(arXiv:2208.14225, 2022).

The next major turning point came not from a nation-
state military unit but from a criminal ransomware syndicate.
On May 7, 2021, the operator of Colonial Pipeline, which
carries roughly forty-five percent of the fuel consumed on
the US East Coast, discovered that a criminal group known as
DarkSide had gained access to its network through a single
compromised password on a virtual private network account
that lacked multi-factor authentication (Wikipedia, 2025).
Although the intrusion primarily affected the company’s
billing systems rather than the operational technology
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Table 1: Major Documented Cyberattacks on Critical Infrastructure, 2010-2025

Year Incident Target Sector Attributed Actor  Documented Impact
2010 Stuxnet Nuclear State-sponsored Physical destruction of
enrichment (Iran) (widely centrifuges at the Natanz
attributed to facility
US/Israel)
2015 BlackEnergy 3 grid attack Electricity Russia-linked ~225,000 customers lost power
distribution actors for up to six hours
(Ukraine)

2016 Industroyer/CRASHOVERRIDE Electricity Russia-linked Automated substation attack;

transmission (Kyiv) actors brief citywide outage

2017 NotPetya Global logistics, Russian military  Estimated $10 billion in global

shipping, energy, intelligence losses
banking (GRU)

2021 Colonial Pipeline ransomware Fuel pipeline (US) DarkSide 5,500-mile pipeline shut down;
criminal East Coast fuel shortages
syndicate

2023-24 Volt Typhoon Energy, water, China state- Multi-year covert access; pre-

transportation, sponsored positioning for disruption
communications
(US, Guam)

2025 Norwegian dam intrusion Water/dam control  Pro-Russian Valve opened remotely for

system (Norway) hackers approximately four hours

that physically moves fuel, Colonial shut down the entire
5,500-mile pipeline as a precaution, triggering days of fuel
shortages, panic buying, and price spikes across several states
(Al Jazeera, 2021). Members of Congress wrote directly to
the White House National Security Advisor describing the
episode notas anisolated criminal act but as ademonstration
that cybersecurity had become “an economic and national
security challenge” in its own right (Al Jazeera, 2021).
Colonial ultimately paid DarkSide roughly 4.4 million dollars
in cryptocurrency, a substantial portion of which US law
enforcement later recovered (Al Jazeera, 2021).

The most consequential recent development, however,
is not a single disruptive event but a slow, patient campaign
of pre-positioning. Beginning in 2023, CISA, the National
Security Agency, the FBI, and allied Five Eyes agencies began
warning that a Chinese state-sponsored group known as Volt
Typhoon had compromised the information-technology
networks of critical infrastructure organizations across
communications, energy, transportation, and water and
wastewater sectors in the continental United States and
its territories, including Guam (Lostri, 2023). By February
2024, officials disclosed that some of these intrusions had
persisted for at least five years, and that the group’s behavior
— extensive reconnaissance combined with an absence
of any data theft consistent with traditional espionage —
indicated the actors were not simply spying but positioning

themselves to move laterally into operational technology
systems and disrupt them during a future crisis (TechCrunch,
2024). CISA Director Jen Easterly stated publicly that her
agency had found and eradicated Volt Typhoon intrusions
across multiple infrastructure sectors and warned that what
had been discovered was “likely just the tip of the iceberg”
(TechCrunch, 2024). FBI Director Christopher Wray told a
congressional hearing that the campaign’s evident purpose
was to be positioned to disrupt the US military’s ability to
mobilize in the early stages of a conflict, most plausibly one
connected to Taiwan (TechCrunch, 2024).

Table 1 summarizes these incidents alongside the 2025
Norwegian dam intrusion described in the introduction,
illustrating both the escalating sophistication of the tactics
involved and the widening range of sectors and geographies
affected.

WHY CRiTICAL INFRASTRUCTURE HAs
BecomE THE NEw BATTLEFIELD

Three structural forces explain why critical infrastructure,
rather than purely military or governmental targets, has
become the preferred terrain of contemporary cyber conflict.
The first is the convergence of information technology (IT)
and operational technology (OT). Industrial control systems
that once operated in physical isolation the so-called “air
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gap” have, over the past two decades, been progressively
connected to corporate networks and, in many cases, the
openinternet, in pursuit of efficiency, remote monitoring, and
predictive maintenance (Vanlyssel, 2024). This connectivity
brings real operational benefits, but it also means that
vulnerabilities long familiar in enterprise IT security weak
credentials, unpatched software, poor network segmentation
now have a direct pathway to systems that control physical
processes such as valves, breakers, and pumps. Vanlyssel's
(2024) comparative analysis of the Stuxnet and Ukraine grid
attacks concludes that the specific categories of weakness
exploited in those landmark incidents remain widely present
in US industrial control environments today, meaning the
attack surface has not meaningfully closed even as awareness
of the threat has grown.

The second force is the expansion of that attack surface
driven by the energy transition itself. Rob Demain, CEO
of the security firm e2e-assure, has argued that critical
national infrastructure and distributed energy resources
represent “the new frontier in cyber warfare,” noting that
solarinstallations and the inverters that connect them to the
grid are frequently deployed with minimal security controls,
creating the plausible prospect of thousands of small, poorly
protected devices being hijacked simultaneously to mount
a large-scale denial-of-service attack against a national
grid (Infosecurity Magazine, 2026). Bitsight researchers
separately documented a measurable rise of approximately
twelve percent in cyberattacks against internet-facing
industrial control and operational technology systems in
2025 alone, a trend consistent with the proliferation of
connected, distributed, and often under-secured energy
assets (Infosecurity Magazine, 2026).

The third and arguably most important force is strategic:
infrastructure targeting offers a form of leverage that operates
below the threshold of open warfare. Analysts examining the
Volt Typhoon campaign describe it as a deliberate strategy of
infrastructure infiltration intended to deter US intervention
in a future Taiwan conflict by demonstrating a credible
capacity to disrupt American civilian life at home, without
requiring any visible military buildup (Bragg, 2025). This logic
sometimes referred to as grey-zone or hybrid competition is
attractive precisely because it is deniable. States can maintain
access to civilian infrastructure indefinitely, using it as a
form of latent coercive leverage, while avoiding the clear
attribution that would normally justify a military response.
The same logic explains the growing role of ideologically
aligned but formally non-state actors: CISA’s 2025 advisory
on pro-Russia hacktivist activity documented opportunistic
attacks against operational technology and industrial control
systems across multiple countries, providing states with a
layer of plausible deniability by allowing loosely affiliated
hacktivist collectives, rather than uniformed personnel, to
conduct the actual intrusions (CISA et al., 2025).
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NATIONAL SECURITY IMPLICATIONS

The consequences of infrastructure-focused cyber operations
extend across at least four dimensions of national security.
Thefirstis economic security. The Colonial Pipeline shutdown
demonstrated how a narrowly targeted intrusion into a single
company’s billing systems could cascade into regional fuel
shortages, price volatility, and disrupted logistics within
days, despite the fact that the operational systems moving
fuel were never directly compromised (Al Jazeera, 2021).
This illustrates a broader vulnerability: because critical
infrastructure sectors are deeply interdependent, an
attack does not need to succeed against its most hardened
operational target to produce serious economic disruption;
it merely needs to compromise a connected system that
operators feel compelled to shut down out of caution.

The second dimension is military readiness. US officials
assess that Volt Typhoon's positioning within transportation,
energy, and communications networks is specifically
intended to constrain the ability of the United States to
project or sustain military power during a future crisis,
particularly one involving Taiwan (TechCrunch, 2024). This
reframes domestic infrastructure security as an issue directly
coupled to force projection and alliance credibility: a state
that cannot guarantee its ports, rail networks, and power
grids will function during a crisis cannot fully guarantee its
capacity to mobilize forces or honor security commitments
abroad.

The third dimension concerns public trust and social
stability. Infrastructure disruptions are unusually effective
at generating public anxiety because they intrude directly
into daily life fuel lines at gas stations, water advisories, and
blackouts are experienced personally by millions of people
simultaneously, in a way that a breach of a government
database typically is not. This visibility is, from an adversary’s
perspective, part of the appeal: it allows a relatively contained
technical intrusion to generate outsized psychological and
political effects, a dynamic HSToday (2025) describes as
warfare that can be “waged with a single keystroke” yet
produce ripple effects across an entire population.

The fourth dimension is escalation risk. Because
attribution in cyberspace is difficult and often contested,
infrastructure intrusions create ambiguous situations in
which a government may be uncertain whether it is facing
routine espionage, criminal opportunism, or deliberate
pre-positioning for wartime sabotage. Analysts examining
Volt Typhoon warn that this ambiguity, combined with the
erosion of an informal peacetime norm against targeting
civilianinfrastructure, raises the risk of what has been termed
“mutually assured disruption,” in which multiple states
maintain latent capabilities to cripple each other’s civilian
systems, creating a fragile and poorly understood balance
reminiscent of, but distinct from, nuclear deterrence (Bragg,

2025).
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Malicious Connections Blocked by CISA, 2025

w
o
L

2.62B

N
[
L

N
<)
L

=
w
i

Iy
=}
L

o
v
L

0.37B

Malicious connections blocked (billions)

o
=}
|

Critical Infrastructure
Environments

Federal Civilian
Networks

Source: Cybersecurity and Infrastructure Security Agency (CISA), 2025 Year in Review (2026).

Figure 1: Malicious connections blocked by CISA across
federal civilian and critical infrastructure networks in 2025
(CISA, 2026)

PoLicy AND INSTITUTIONAL
RESPONSES

Government responses to these developments have
concentrated most visibly in the United States around CISA,
which functions as the national coordinator for critical
infrastructure security and resilience. According to its own
2025 Year in Review, CISA scaled endpoint detection and
response deployments to more than sixty federal agencies
covering over 500,000 endpoints, blocked 2.62 billion
malicious connections across federal civilian networks, and
blocked a further 371 million malicious connections within
critical infrastructure environments during the year (CISA,
2026). Figure 1 illustrates the scale of this defensive activity
as reported by the agency.

Beyond raw defensive metrics, CISA expanded its
voluntary CyberSentry monitoring program to forty-two
critical infrastructure partners, released a Software Bill of
Materials guide with the National Security Agency and
nineteen international partners to help organizations
manage software supply-chain risk, and introduced an
updated set of Cross-Sector Cybersecurity Performance Goals
intended to reflect current adversary tactics (CISA, 2026).
The agency also worked with regional and sector-specific
partners on undersea cable, space system, and information
and communications technology supply-chain security, areas
of growing concern as infrastructure dependencies extend
beyond national borders (CISA, 2026).

At the policy level, the current US administration’s
cybersecurity strategy places explicit emphasis on shaping
adversary behavior through a combination of offensive
and defensive operations intended to erode the operating
capacity of hostile actors, using the full range of instruments
of national power (CSIS, 2025). CSIS analysts characterize this
as a welcome signal in principle, while cautioning that its
effectiveness will depend heavily on implementation, and

that offensive operations and public attribution carry real
diplomatic complications that must be weighed against
their deterrent value (CSIS, 2025). Internationally, the same
period has seen incremental movement toward collective
attribution and coordinated cyber posture: NATO's 2022
Strategic Concept represented the firstinstance of an alliance
issuing an explicit collective cyber deterrent threat, even
though Chen’s (2024) analysis concludes that supporting
international norms remain underdeveloped.

Regulatory responses have also followed specific
incidents. In the aftermath of the Colonial Pipeline attack, US
authorities moved to impose new cybersecurity requirements
on pipeline operators, a sector that had previously operated
with comparatively light federal oversight of its cyber
posture. More broadly, the Congressional Research Service
notes that Congress has continued to grapple with the
appropriate scope of CISA’s authority and resourcing, even
as the agency has faced organizational turbulence: media
reporting in 2025 described a wave of senior leadership
departures that observers feared could eventually affect up to
a third of CISA’'s workforce, alongside state officials reporting
diminished regional support (CRS, 2025). These tensions
illustrate that institutional capacity, not merely policy intent,
is now a central variable in critical infrastructure security.

PERSISTENT CHALLENGES

Despite this institutional activity, several structural challenges
continue to limit the effectiveness of national responses.
The first is attribution. Even well-resourced investigative
efforts often cannot trace an intrusion back to specific
individuals, and connecting hacking collectives to sponsoring
governments remains difficult despite circumstantial
evidence, giving hostile states plausible deniability and
giving victim governments genuine pause before naming
an attacker or retaliating (Park & Walstrom, 2017). This
uncertainty directly undermines deterrence by punishment,
since credible retaliation requires credible attribution.

The second challenge is the persistence of legacy
technology. Many operational technology environments
were engineered decades ago with multi-decade service
lifespans and were never designed with contemporary
cybersecurity threats in mind; retrofitting authentication,
network segmentation, and intrusion detection onto such
systems is technically difficult and operationally risky,
since unlike a conventional IT system, a misconfigured
patch on a control system can itself cause a physical failure
(Vanlyssel, 2024). This helps explain why the same categories
of vulnerability weak credentials, poor segmentation,
unpatched software, insufficient monitoring recur across
incidents separated by more than a decade, from Stuxnet in
2010 to the Norwegian dam intrusion in 2025.

Athird challenge is the fragmented governance structure
spanning public and private ownership. The overwhelming
majority of critical infrastructure in market economies
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is privately owned and operated, meaning that national
security agencies must rely on voluntary information sharing,
incentive-based regulation, and public-private partnership
rather than direct control. Programs such as CyberSentry
represent an attempt to bridge this gap, but their voluntary,
partner-based structure means coverage remains uneven
across the tens of thousands of infrastructure entities
operating nationally (CISA, 2026).

Afourth challenge concerns the theoretical foundations
of deterrence itself. As the review by D’Arcy and Herath
(2011) and the broader assessment by Smeets and Soesanto
(2020) suggest, decades of scholarship have failed to
produce a settled, empirically validated model of how
deterrence operates in cyberspace, leaving policymakers
to act on frameworks whose real-world effectiveness
remains contested. This theoretical uncertainty has practical
consequences: strategies built on the assumption that visible
offensive capability or the threat of retaliation will discourage
infrastructure targeting may be poorly matched to adversaries
who calculate that ambiguity, deniability, and the absence
of an agreed international norm against targeting civilian
infrastructure make the activity comparatively low-risk.

Finally, workforce capacity constrains every other
element of the response. Organizational turbulence within
agencies such as CISA, alongside a broader, well-documented
global shortage of skilled operational technology security
professionals, means that even well-designed policies and
well-funded programs can be constrained by the availability
of people capable of implementing them (CRS, 2025).

PoLicy RECOMMENDATIONS

Given these dynamics, this article advances five
recommendations. First, national strategies should rebalance
emphasis from deterrence toward resilience: because
attribution and retaliation are unreliable levers, the more
dependable path to security lies in reducing the payoff of
intrusion through network segmentation, redundancy, and
rapid recovery capability, so that even a successful intrusion
produces limited disruption. Second, governments should
continue extending mandatory, sector-specific minimum
security baselines of the kind introduced for pipeline
operators after the Colonial Pipeline attack to other critical
infrastructure sectors that currently rely primarily on
voluntary participation, since incidents such as Volt Typhoon
demonstrate that voluntary adoption alone has not closed
the gap between known best practice and operational reality.

Third, public-private information-sharing programs
such as CyberSentry should be expanded and adequately
resourced, with particular attention to smaller infrastructure
operators who often lack the in-house expertise to detect
the kind of long-dwelling, low-noise intrusions characteristic
of pre-positioning campaigns. Fourth, international
coordination on attribution and collective response, of the
kind reflected in NATO's 2022 Strategic Concept and the multi-
country advisories issued jointly by Five Eyes governments,
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should be deepened, since coordinated attribution among
allies reduces the diplomatic and political cost borne by any
single government that names an attacker. Fifth, sustained
investment in workforce development for operational
technology security is required, given that institutional
capacity not merely funding or policy design increasingly
appears to be the binding constraint on implementation, as
illustrated by reported staffing turbulence within CISA itself
(CRS, 2025).

CONCLUSION

The evidence assembled in this article points to a consistent
and troubling pattern: critical infrastructure has moved from
the periphery of security thinking to its center, not because
policymakers chose this shift but because adversaries
recognized, earlier than most defenders, that the systems
ordinary people depend on every day are also among the
most consequential and least defended targets available
to them. From Stuxnet'’s physical destruction of centrifuges
to the patient, multi-year positioning documented
in the Volt Typhoon campaign, and from a targeted
ransomware extortion against a single pipeline company
to an opportunistic intrusion into a small Norwegian dam,
the throughline is the same: infrastructure offers attackers
outsized strategic and psychological leverage relative to
the resources required to compromise it. Deterrence theory,
built for a bipolar nuclear standoff between identifiable state
actors, offers only partial guidance in a domain defined by
ambiguous attribution and a wide range of state, state-linked,
and criminal actors. What emerges instead is a security
environment in which resilience the capacity to detect,
contain, and recover from intrusion matters more than the
threat of retaliation, and in which sustained institutional
investment, rather than any single policy instrument, will
determine whether critical infrastructure remains a viable
battlefield for adversaries or becomes, through deliberate
hardening, a far less attractive one. The stakes of getting
this right are not abstract: they are measured in the number
of hours a hospital keeps power, the reliability of the water
coming out of a tap, and the speed with which a nation can
respond when a valve, somewhere, is turned by a hand it
never saw.
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